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Public blockchains like BitCoin and Ethereum have an ecosystem of 
miners who validate and the blockchain. 

To achieve the consensus to change a public blockchain the mining 
community plays a large role.  They have a significant investment in 
assuring the continuity of the chain. 

Blockchains work because of trust

Eg. Hyperledger, Ethereum Serenity, Corda 

In a private blockchain, FinCo and OpCo may use a private 
chain.  The trust in the private chain is based on the consensus 
required to influence the chain. 

Eg. Bitcoin, Ethereum Homestead

Blockchain creates trust through cryptology and immutability of the information 
encrypted on the blocks of the chain. A user knows, the ”rules” the blockchain uses are 
secure and cant be manipulated.  Only through consensus can the protocol be 
changed.

The consensus in private chains  can be 
manipulated through dominance of the 
participants. 
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All Private blockchains need a trusted 
host

Breakdown of a consensus mechanism can render the blockchain platform useless thereby compromising the data recorded on the 
blockchain. Below are some of the issues that can result when the consensus mechanism fails.

Consensus

Managing consensus is one of the most critical steps in blockchains

Consensus
Node 

Consensus
Node 

Consensus
Node 

Validator nodes determine which 
transactions are immutably 
captured in the next block 

Proof of Stake 
Eth. (Serenity)  
A set of validators take turns 
proposing and voting on the next 
block, and the weight of each 
validator's vote depends on the size of 
its deposit (i.e. stake).

A PoA scheme is based on the 
idea that blocks may only be 
minted by trusted signers

Proof of Authority 
Eth. (Serenity)  

Byzantine Fault Tolerance –
(HyperLedger)
A set of replicated state 
machines vote to determine 
validity of the chain and voting 
by replicas for state changes. 

Popular Consensus protocols : 
Reputation –
(other…)
A reputation including time 
spent, nodes validated, bounty 
at risk, and “upvotes”  allows for 
a reputation score.

Consensus Nodes : 
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Consensus What’s the worst that could happen?

Achieving consensus in a distributed system is challenging. Consensus algorithms have to be resilient to failures of nodes, partitioning of 
the network, message delays, messages reaching out-of-order and corrupted messages. They also have to deal with selfish and 
deliberately malicious nodes. 

Malicious intent and other critical failures

Consensus Failure
Certain consensus algorithms may not guarantee the 
ability to reach consensus. 

Cheating
Validating nodes either individually or in collusion can 
independently maintain parallel forks in the blockchain 
of fraudulent transactions or altered reality that can 
been provided as proof to the auditor or external third 
party. 

Poor Performance 
Based on the design of the consensus algorithm, it 
may require more time under certain conditions for 
consensus to converge. 

Censoring signer
Another interesting attack vector is if a signer (or 
group of signers) attempts to censor out blocks that 
vote on removing them from the authorization list.

Malicious signer
It may happen that a malicious user gets added to 
the list of signers, or that a signer key/machine is 
compromised
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SwisscomAG

Consensus
Node 

Consensus Hosting «Consensus as a Service»
Swiss hosting significantly reduces blockchain risk

RAFT 7

Staking identity means voluntarily disclosing who you 
are in exchange for the right to validate the blocks. 

Identity placed at stake serves as a great equalizer, 
understood and valued the same by all actors. 

Splitting the critical consensus protocol in several Swiss ICT companies Creates a globally unique asset 
in Switzerland. The safest blockchain consensus in the world. 

Strong enforcement of rules and strength of 
the  is the consistency of the shared state. 

Ultra secure as diverse range of 
infrastructure in multiple locations. 

Extremely high redundancy. 

State 
Owned

Swiss B AG

Consensus
Node 

State 
Owned

Swiss C AG

Consensus
Node 

State 
Owned

Safety

Liveliness

Fault 
Tolerance 

These companies are majority owned by the Government of 
Switzerland.  The distribution is throughout various data centers 
and ensures a consensus protocol that is more resilient to 
malicious attack. 
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